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L&i néi dau

TCVN 14464.2:2025 do Cuc Cong nghé théng tin, Bd Céng an
bién soan, By Cong an d& nghj Uy ban Tiéu chudn Do Iwéng
Chét Ivong Quéc gia thdm dinh, B Khoa hoc va Céng nghé cong bd.
B6 TCVN 14464 Hé thong gidm sét bdo ddm an ninh, trét ty,
an toan giao théng duong bo gém 2 phén:

- TCVN 14464-1:2025, Phén 1: Thiét bi giém sat - Yéu céu
ky thuét co ban.

- TCVN 14464-2:2025, Phén 2: Thiét bj trung tam gidm sét -
Yéu céu ky thuét co ban.
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Hé théng gidam sat bao dam an ninh, trat tw, an toan giao théng
dwong bo - Phan 2: Thiét bi trung tam giam sat - Yéu cau ky thuat
co ban

Road traffic security, order and safety monitoring system - Part 2: Central monitoring devices —
Basic technical requirements

1 Pham vi ap dung

Tiéu chudn nay quy dinh yéu ciu k¥ thuat co ban déi véi cac thiét b, phan mém; mé hinh két néi cla trung
tam giam sat thudc hé théng giam sat bao dam an ninh, trat tw, an toan giao thong dwdng bd.

2 Tailidu vién din

Céc tai liéu sau day 1 rit cAn thiét khi 4p dung tiéu chudn nay. Déi véi cac tai liéu vién dn ghi nam cong
bé thi &p dung ban dugc néu. DSi véi cac tai liéu vién dan khdng ghi ndm cdng b thi ap dung phién ban
m&i nhét, bao gdm ca cac bén sira ddi (néu co).

TCVN 8665:2011, Tiéu chuén s¢i quang cho mang vién théng.

TCVN 8698:2011, Mang vién thong - Cép soi déng théng tin Cat.5, Cat.5e yéu céu ky thuét.

3 Thuat ngir va dinh nghia
Trong Tiéu chuan nay, st dung cac thuat ngl va dinh nghia sau:

31

Hé théng giam sat bao diam an ninh, trat tw, an toan giao thdng dwong bd (road traffic security, order
and safety monitoring system) sau ddy viét gon I hé théng giam sat

Hé théng thiét bj, phan mém dwogc I3p it tai trung tam gidm sat va cac thiét bj 1ap dat tai cac diém trén
tuyén dudng co két néi vé trung tam giam sat.

3.2

Trung tim giam sat (monitoring center)

Noi quan ly, van hanh, khai thac diz liéu hé thong gidm sat.

33
Trung tam giam sat cip 1 (level 1 monitoring center)
Trung tam giam sat do Cuc Canh sat giao théng quan ly.
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3.4

Trung tdm giam sat cip 2 (level 2 monitoring center)

Trung tam gidm sét cla cac tinh, thanh phé truc thude Trung wong, trung tam giam sét cac tuyén dwong
cao toc.

3.5

Phan mém Hé théng giam sat (monitoring system software)

Céc trng dung co chirc ning quan ly thiét bi, hién thi hinh anh, khai thac, két ndi, chia sé dir liéu hé théng
giam sat.

3.6

Thiét bj giam sat (tich hgrp Al) (monitoring device Al integrated)

Thiét bi giam sat dwoc tich hop tri tué nhan tao (Al), cho phép phan tich, xt Iy, cdnh bao mot sé hanh vi
theo théi gian thire.

3.7

Thiét bi trung gian (intermediate device)

Thiét bj dién tl tich hop tri tué nhan tao ¢ kha nang tiép nhan dir liéu tir thiét bi giam sat, thue hién
phan tich, x( Iy va gl két qua vé trung tam giat sat.

4 Ky hiéu va chir viét tat

Al Artificial Intelligence Tri tué nhan tao

API Application Programming interface Giao dién lap trinh (rng dung

DBF Database Firewall Tuwdng Itra co s& di ligu

DDos Distributed Denial of Service Téan cong tir chéi dich vy

GPU Graphics Processing Unit Bo xir ly dd hoa

HTTP/IMJPEG  HTTP/MJPEG Tiéu chudn truyén video theo khung Hinh
dong qua giao thirc http

HBA Host Bus Adapter Card mang HBA

LCD Liquid Crystal Display Man hinh ghép st dung cdng nghé LCD

LED Light Emitting Diode Man hinh ghép st dung cdng nghé LED

NAS Network Attached Storage B6 nhé luu trir gén vao mang

NGFW Next Generation Firewall Twéng Ira thé hé méi

OOB Out of band Quan ly ngoai bing tan

SAN Storage Area Network Mang Iwu trlr chuyén dung

SATA Serial Advanced Technology Chudn giao tiép 6 clrng

Attachment

SAS Serial Attached SCSI Chuén giao tiép & cing

Core Switch Core Switch Thiét bi chuyén mach mach 16i

Server Server May chd

Switch Switch Thiét bi chuyén mach

UPS Uninterruptible Power Supply Hé théng ngudn cung cép lién tuc hay bd
Iwu trir dién duy phong

Video wall Video wall Man hinh ghép

VLAN Virtual local Area Network Mang ndi b do

VMS Video Management System Phan mém hé théng quan Iy video
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5 Mb hinh két ndi

Mang truyén dan dir liéu két néi thiét bj giam sat, thiét bj trung gian, thiét bi hd tro hé théng giam sat,
trung tam giam sat 1, trung tam giam cép 2, trung tam chi huy giao théng v&i nhau bao dam céac yéu cau
thu nhan di liéu tir cac thiét b giam sat, thiét bj trung gian, thiét bi hd tro' hé théng gidm sat va chia sé
di liéu gitra cac trung tadm gidm sat (xem Hinh 1).

Mang két nbi trung tam - trung tdm

Mang két ni trung t&m - trung tém
Mang két nbi thiét bj Mang két nbi thiét bi Mang két ndi thiét bj

I 3

Hinh 1 - M8 hinh mang két néi hé théng giam sat

5.4 Mang truyén dn dir liéu 1ap dt tai trung tam giam sat gom cac loai:
5.1.1 Mang két ndi ndi bd cho cac thiét bj Iap dat tai trung tam giam sat.
5.1.2 Mang két ndi gira trung tam giam sat véi trung tam chi huy giao théng.

5.1.3 Mang két néi gitra trung tdm gidm sat cp 1 vé&i trung tam gidm sat cép 2.
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5.1.4 Mang két ndi tir trung tam giam sat cap 2 véi cac thiét bj giam sat.

5.2 Mang truyén dan dwoc xay dyng dé bao ddm két ndi gitra cac thiét bi giam sat va trung tam gidm
sét. Hé théng si dung cac phwong thirc truyén din cap quang cho khoang céch xa, cap xodn ddi cho
cac thiét bi & khodng cach gan hoac truyén dan vé tuyén tai cac vi tri déc tha,

5.3 Mang két ndi thiét bj trong hé théng truyén din ki thuat sé phai dugc xay ding trén nén tang hd tro
giao thirc Ethernet.

5.4 Khi thiét ké hé thong truyén dan k¥ thuat b, khuyén khich ap dung cac dang mach vong cé tinh dw
phong dé cé thé tw dong phuc hdi khi x3y ra st c¢b dirt cap tai mot diém két néi trén mach.

5.5 Ha tang xay ding cho cac tuyén cap clia hé théng truyén din dap (rng cac quy dinh tiéu chuan
chung déi véi ha tang mang vién théng. Trong 6 cac cap s¢i quang s dung phai tuan tha céc quy dinh
theo TCVN 8665:2011 va cép xoan déi dat tiéu chudn téi thiéu Cat.5 theo TCVN 8698:2011.

5.6 D@ liéu trao ddi qua hé thdng truyén dan ki thuat sb dwec ma hoa, bdo méat theo céc quy dinh
hién hanh.

5.7 Mang truyén di¥ liéu clia hé théng la mang IP st dung cong nghé truyén dan vd tuyén hodc
hiru tuyén.

6 Xirly dir ligu

6.1 X ly di¥ liéu tai bién: di¥ ligu thu dugrc tir thiét bi giam sat (camera, thiét bj do téc d6...) dwec phan
tich, xtr ly tai thiét bj trung gian va truyén két qua vé trung tam giam sat (xem Hinh 2).

Trung t4m giém st cép 2 Trung t4m gidm sét clp 1
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Hinh 2 - M& hinh xi¥ ly di¥ liéu tai bién
6.2 X ly di¥ liéu tai camera: di liéu thu dwoc tir thiét bj giam sat tich hop Al (camera Al, thiét bi do toc do
tich hop Al...) dwoc phan tich, x( Iy tai camera va truyén két qua v& trung tam giam sat (xem Hinh 3).



TCVN 14464-2:2025

Trung t4m giém sét cdp 2 Trung tAm giém sét cp 1
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Hinh 3 - M hinh xir ly di¥ liéu tai camera

6.3 X ly di ligu tai trung tam: di liéu thu duoc tir thiét bj giam séat (camera, thiét bj do téc d9...)
dwoc truyén vé trung tam dé phan tich, x& Iy va dwa ra cac két qua (xem Hinh 4).

Trung t4m gidm st cép 2 Trung t4m gidm s4t cdp 1
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Hinh 4 - Mo hinh xt ly diF ligu tai trung tam
7 Yéu ciu cla trung tim giam sat
7.1 Yéu ciu chung

7.1.1 C6 kha nang md rong va tich hop véi cac hé théng giam sat @3 trién khai; kha nang két néi cac
thiét bi giam sat tién tién, hién dai; kha nang két néi va chia sé dir liéu v&i cac co s& di liéu khac.
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7.1.2 Thiét b phan cting phai duoc kiém tra an ninh, an toan théng tin trirée khi dwa vao st dung; phan
meém Hé thdng giam sét tuan thi cac quy dinh v& nghién ctru, sén xuét, chuyén giao phan mém tin hoc
theo quy dinh phép luat hién hanh.

7.1.3 Viéc truyén tai d liéu gitra trung tam gidm sét cdp 1 véi trung tam giam sat cap 2, gitra trung tam
giém sét véi céc thiét bi giam sat phai bdo d&m hoat dong lién tuc.

7.1.4 Trung tdm giam séat triede khi nghiém thu va dwa vao st dung phai diroc kiém tra, thir nghiém
bdo dam hoat déng lién tuc; c6 hé thdng sao lru dw phong, phuc héi dir liéu va cé phirong an diy phong
khi thiét bj gZip sw cb.

7.1.5 Trung tam gidm sat phai dwoc xac dinh cap dd an toan thong tin phit hop va trién khai cac phrong
an bdo dam an toan théng tin twong &ng theo quy dinh hién hanh va cac quy dinh khac cé lién quan.

7.2 Yéucéu cu thé
7.21 Trung tam giam sat cip 1

7.21.1 Trung tam giam sat cap 1 co thé Iwa chon tiép nhan, quan sat tinh hinh trat tw, an toan giao
théng dwdng bo tai bt ky dia diém nao trén toan quéc khi tai vj tri d6 13p dat thiét b giam sat da duoc
két ndi, chia sé d( lidu v& trung tam; tiép nhan va lteu trl¥, x& Iy d( liéu hinh dnh, video, théng tin vi pham
tlr cac trung tam giam sat cap 2 truyén dén.

7.2.1.2 Trung tam giam sat cap 1 duoe két ndi véi cac co s& di liéu khac sin c6 dé khai thac, b sung
cac théng tin can thiét cho cac thang tin vi pham do trung tam giam st cap 2 truyén dén va chia sé di liéu
cho trung tam giam sét cap 2 dé phat hién, x ly vi pham.

7.21.3 Trung tam giadm sat cap 11a d4u méi két ndi, chia sé di¥ liéu thong tin vi pham gilra cac trung
tam giam sat cip 2 dé phéi hep x® Iy vi pham ddi voi cac tredng hop phwong tién vi pham chwa dwoc
X7 Iy tai tuyén dwdng phat hién vi pham va truy vét xe lién quan dén an ninh trét t.

7.2.2 Trung tam giam sat cdp 2

7.2.2.1 Trung tam gidm sét cap 2 tiép nhan, luu trl, phan tich cac div liéu hinh anh, video vé tinh hinh
trat tw, an toan giao thong duwdng bd va cac thong tin vi pham tir cac thiét bj giam sét lap dat trén tuyén
dwong thude pham vi quan ly.

7.2.2.2 Trung tam giam sat cap 2 phai truyén di¥ liéu hinh anh vé tinh hinh trat ty, an toan giao théng
dwdng bg; cac théng tin vi pham va di¥ liéu camera hodc hinh dnh vé trung tam giam sét cp 1 dé
quan ly.

7.2.2.3 Trung tam gidm sat cap 2 tiép nhan thong tin chia sé tir trung tam giam sat cap 1 @& hiéu chinh,
bé sung cac thong tin can thiét dbi véi di liéu thong tin vi pham clia trung tam gidm sat cp 2, gt cho
Iwc lwgng chirc ndng dé xir Iy tryc tiép hodc dong bd di liéu véi phan mém x( ly vi pham dé Iap thong
b4o vi pham gl dén céc chli phurong tién vi pham.

10
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7.2.2.4 Trung tam giam sét cAp 2 truyén di liéu hinh anh, video, thang tin vi pham dén cac thiét b hé
tro hé théng giam sat cho Iy lvgng chirc niing trén tuyén theo thoi gian thuc.

7.2.2.5 Trung tam gidm sét cép 2 duoc két ndi, trao ddi dir lidu véi cac co s& dit liéu khac cla dia phuong
d3m bao theo dling cac quy dinh clia phap luat v& an ninh, an toan théng tin.

8 Yéu cau bao mat an ninh, an toan théng tin

8.1 Bao méat mirc may chii

8.1.1 St dung phan mém phong, chéng ma dac trén may chli va ¢ co ché tw ddng cap nhat phién bén
méi hodic d4u hiéu nhan dang ma ddc méi cho phan mém.

8.1.2 Cb co ché xac thuc bing mat khau bdo d3m do phirc tap can thiét (vi du: c6 tir 8 ky tw trd 1én
trong d6 c6 8, chir va ky hiéu déc biét va chir viét hoa), yéu ciu thay @i mat khu dinh ky theo quy dinh
clia td chirc va co co ché phong chéng do quét mat khau; cac théng tin xac thire phdi dugc Iwu trir trén
hé théng dwéi dang ma héa.

8.1.3 Co6 phuong an v hiéu hoéa cac tai khoan méc dinh hodc khéng hoat dong trén hé théng; vo hiéu
héa cac dich vu, phan mém khéng st dung trén may chl.

8.1.4 Co ghi nhat ky hé thong ddi véi hoat dong truy cap, quan trj may chd.

8.1.5 Co hd tro thiét 1ap co ché cap nhat ban va diém yéu an toan thang tin cho hé didu hanh va cac
dich vy hé thdng trén may ch.

8.2 Bao mét mirc trng dung

8.21 Co thiétlap yéu cAu bao ddm mat khdu trén (g dung d0 dd phirc tap cn thiét d& han ché tan cong
vét can; cac thong tin xac thyre phai dwge Iwru trly dwéi dang ma hoa.

8.2.2 Co thiét Iap yéu ciu ghi nhat ky truy cap, 18i phat sinh.
8.2.3 Khong str dung két ndi mang khéng ma hoa trong viéc quan tri (g dung tir xa.

8.3 Bao mat mirc thiét bj: toan bd thiét bj hé thdng giam sat déu phai dwoc kiém tra an ninh an toan
théng tin theo quy dinh hién hanh trwéc khi dwa vao st dung.

8.4 Co ché sao Iwu dir lidu: c6 phurong 4n st dung hé théng hodc phwrong tién lwu trir doc lap dé sao luu
dy phong cac di liéu quan trong trén may chil; ¢6 ké hoach sao lwu dinh ky dam béo tinh toan ven clia cac
ban sao Iwru va kha nang phuc hdi di liéu khi hé théng giam sét gap sur cd.

9 Yéu ciu ky thuat thiét bj tai trung tam giam sat cap 1, cap 2

9.1 May chii clia hé théng giam sat

9.1.1 Tinh n3ng hoat ddng: cai dat cac phan mém x¥ ly, quan tri, API phuc vu két ndi, chia sé clia hé
théng giam sat.

9.1.2 Yéu ciu ky thuat: tuan thli cac yéu cu ki thuat trong Bang 1.

11
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Bang 1 - May chi ctia hé théng giam sat

TT Chi tiéu ky thuit Yéu ciu
1 | Bovixey Téi thiéu 16 core, 01 bd vi xt Iy = 2.0 GHz hodc cao hon; phu
y hop véi gidi phap phan mém clia hé thdng giam sat
264 GB
2 |BdnhéR 2
¢ nh¢ Ram 2 04 khe cam RAM

3 | O cimg Dung lugng 2 600 GB chuan SAS/SATA hozc chuén cao hon

4 | HA tro RAID 1/5/6/10 Cé .

5 Céng mang | 2 02 cong Ethernet 1 GbE hodc cao hon; ¢cé céng quan trj
00B

6 | Hé diéu hanh Hé digu hanh co ban quyén hoic tong dwong

7 | Déinhiét d6 hoat déng Tdi thiéu dap trng 10 °C dén 35 °C

8 | D6 am hoat dong Téi da khong nhé hon 80 % (khdng ngung tu)

Card @ hoa (déi v&i may chii | GPU dap (rng yéu ciu clia phan mém phan tich xi Iy théng
g |cai dat phan mém phan tich x& | minh
ly théng minh)

- 86 Iwong bd ngudn = 02, hé tro ché do chay dy phong va
c6 thé thao I4p trong qua trinh van hanh

- Hé tro ngudn dién 220 V AC, 50/60 Hz ho3c ngudn dién khac
¢6 thiét bj dbi ngudn kém theo

10 | Ngudn dién

9.2 B lwu triv dir liéu
9.21 Tinh ning hoat dong: Iwu tri di¥ ligu clia hé théng giadm sat.
9.2.2 Yéu cu ky thuat: tuan thli cac yéu cau ky thuat tiong Ung quy dinh trong Bang 2, Bang 3 va Béng 4.

Bang 2 - Thiét bi lwu trir NAS

™ Chi tiéu ky thuat Yéu cdu

1 |BO vix( ly 2 4 Core, 01 b xtr ly 2.0 GHz hoéc cao hon.
2 |B& nhé RAM 28GB

3 Kha ndng mé réng dung Cé

Iwgng lwu trie

4 [H6 tro RAID 1/5/6/10 Co

5 | Céng két ndi > 02 cdng RJ45 1GbE hodc cao hon

6 |Dai nhiét d hoat dong Téi thidu dap (ng 10 °C dén 35 °C

7 |Dd Am hoat dong Ti da khdng nhd hon 80 % (khéng ngung tu)

Hb tro ngudn dién 220 V AC, 50/60 Hz hodc ngudn dién khac co

8 |Nguon dién thiét bj ddi ngudn kém theo

12
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Bang 3 - Thiét bj lwu trir SAN

TT Chi tiéu ky thuat Yéu ciu
1 B3 vi xtr ly 2 4 Core, 01 bd x( ly 2.0 GHz hodc cao hon.
2 B$ nhé RAM 28GB
3 Kha nang rn_ér rong dung {Cé
lwgng lwu triy
4 H3 tro RAID 1/5/6/10 Cé

5 Cdng két ni

2 02 cdng FC 16 Gb hodc cao hon

6 D3i nhiét d6 hoat dong

Téi thiéu dap teng 10 °C dén 35°C

7 Pd &m hoat déng

Téi da khéng nhé hon 80 % (khéng ngung tu)

8 Ngubn dién

H8 tro ngudn dién 220 V AC, 50/60 Hz hodc ngudn dién khac
c6 thiét bi ddi ngudn kém theo; bd ngudn cé hd tre ché do chay
dy phdng va co thé thao 1ap trong qua trinh van hanh

Bang 4 - B lwu trir di¥ lidu théng tin vi pham va video (bd tich hep)

111 Chi tiéu ky thuat

Yéu céu

1 | Bd didu khién

- Téi thiéu 01 bd didu khién
- Khuyén nghi trang bi giai phap cé 02 bd diéu khién

Kha ndng mé& rong dung lugng
Iwu trip

Cé

3 | H& tro cac chuan 6 dia

SATA 7.2K, SAS 10K, SAS 15K, NL-SAS 7.2k

4 | Hb tro RAID 0/1/5/6/10

Co

5 | HA tro cac chuan

Giao thire hd trg: iISSCI, NFS, CIFS, SMB

6 | Dai nhiét d¢ hoat dong

Téi thidu dap tng 10 °C dén 35°C

7 | D6 am hoat dong

Téi da khdng nhd hon 80 % (khéng ngwng tu)

8 | Ngudn dién

Hé tro' ngudn dién 220 V AC, 50/60 Hz hodc ngudn dién khac
c6 thiét bj ddi ngudn kém theo; bd ngudn cé hd trg ché dd
chay di phéng va cd thé théo I3p trong qua trinh van hanh

9.3 May tinh tram

9.3.1 Tinh ndng hoat ddng: phan tich, x& Iy, hién thj va khai thac di¥ liéu ctia hé théng giam séat.

9.3.2 Yéu ciu ky thuat: tuan thii cac yéu cAu k§ thuat quy dinh trong Bang 5.
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Bang 5 - May tinh tram

T Chi tiéu ky thujt Yéu ciu
1 | Bovixly Té! tr‘li’é_u 2:5 core, 01 bé vi’xt'r l? 220 G!—!z ho?c cao hon; phi hop
v&i gidi phép phan mém clia hé thdng giam sat
2 | B nh& Ram 28GB
3 | Dung lwong & cing 2500 GB
4 | Giao tiép mang H& tro céng mang téc do 10/100/1 000 Mbps
5 | Card db hoa Cé
6 | Hé didu hanh C6 ban quyén hoic twong duwong
7 | Céc cdng giao tiép Hd tro HDMI/DP/VGA/USB
L o Ban phim, chudt, di kém man hinh hién thj 2 24 inch, d phan giai
8 | Cac giao tiép ngoai vi 2 (1 920 x 1 080) Pixels
9 | Dai nhiét d6 hoat dong Téi thidu dap (rng 10 °C dén 35 °C
10 | D6 dm hoat dong Téi da khéng nhd hon 80 % (khéng ngung tu)
11 | Ngudn dién Hb tro ngudn dién 220 V AC, 50/60 Hz hodc ngudn dién khac ¢o

thiét bj doi ngudn kém theo

9.4 Man hinh hién thj clia trung tim giam sat
9.4.1 Tinh ndng hoat dong: hién thi trwc tuyén tinh hinh trat te an toan giao théng duwéng bd do cac
camera quan sat truyén vé trung tam giam sat.

9.4.2 Yéu ciu ky thuat: tuan thi cac yéu ciu kj thuét twong tng quy dinh trong Bang 6, Bang 7 va Bang 8.

Bang 6 - Man hinh hién thj ctia trung tdm giam sat

T Chi tiéu ky thuét Yéu cdu
3 Theo nhu cu (phi hop véi dién tich trung tam va sé
& [ Sictslinroemen i lirgng Ip dat thiét bj giam sat)
2 | Cong nghé LCD hodc LED hoéc cong nghé cao hon
3 | D6 phan giai 21920 x 1 080 pixels
4 | Tilé twong phan 21100:1
5 |Dosang 2 500 cd/m?
6 | Goc nhin (HxD) 2 178°/178°
7 | Cdng két ni HDMI/RJ45/DVI/USB
8 | Dai nhiét d hoat dong Téi thiéu dap tng 10 °C dén 35 °C
9 | D &m hoat dong Téi da khéng nhd hon 80 % (khéng ngung tu)
3 Hb tro nguon dign 220 V AC, 50/60 Hz hozic nguén dién
10 | Ngudn cap khac cé thiét bi ddi ngudn kém theo
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Bang 7 - Man hinh ghép hién thi ctia trung tdm gidm sat

TT Chi tiéu ky thuat Yéu ciu Yéu ciu
1 | Cong nghé LCD hodc cao hon LED hoéc cao hon
2 | Kich thuée man hinh Phli hop véi dién tich trung tam va s lwong thiét bj gidm sat I2p dat.
3 | Vién ghép mdi tdm <1.8mm (khéng ap dung LED)
4 | Do phan gidi 21920 x 1080 Pixel Pitch < P2.0
5 | Do sang 2 500 cd/m? =600 cd/m?
6 | Goc nhin (HV) 2 178°/178° 2 120°/120°
7 | Bo twong phan 21 000:1 2 5000:1
8 | Thoi gian phan hdi s12ms (khdng ap dung LED)
9 | Kétndi tin hiéu vao HDMI/DP/DVI (khéng &p dung LED)
10 | Két ndi tin hiéu ra DP/RS232 (khéng 4p dung LED)
11 | Dai nhiét 6 hoatddng | Téi thiéu dap &ng 10 °C @én 35 °C
12 | D6 4m hoat dong Téi da khdng nhé hon 80 % (khéng ngung tu)
13 | Ngudn cung cép 1:;% ;é? :ggrg: gir: tii?: V AC, 50/60 Hz hodc ngudn dién khac c6 thiét
Bang 8 - Bo diéu khién hién thj man hinh ghép
TT Chi tiéu ky thuat Yéu ciu
Téi thiéu HDMI/DVI/DP/SDI/HDBaseT
1 | Két nbi tin hiéu dau vao | S6 lwgng dau vao: = 4 dudng Full HD
Do phan giai téi da: 2 4 K
T6i thiéu HDMI/DVI/DP/SDI/HDBaseT
2 | Két ndi tin hiéu diu ra S6 lwgng dau ra: 2 4 dwong Full HD
Do phan gidi téi da: 24 K
3 | Phan mém didu khién Co
4 | Dainhiét d hoatdong | Téi thidu dap tng 10 °C dén 35 °C
5 | D 4m hoat dong Tdi da khong nhé hon 80 % (khéng ngung tu)
6 | Hé diéu hanh C6 ban quyén hodc trong dwong
7 | Ngudn cung cép H3 trg ngudn dién 220 V AC, 50/60 Hz hodic ngudn dién khac co thiét

bj ddi ngudn kém theo
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9.5 Thiét bj twdmg Iiva thé hé méi

9.5.1 Tinh ndng hoat ddng: thiét bj twéng Ira thé hé méi (NGFW) gitp ngin chin cac méi de doa tir
mang ngoai vi va bdo vé di liéu, chdng xam nhap tir bén ngoai vao hé théng.

9.5.2 Yéu cau ky thuat: tuan thd cac yéu ciu ky thuat quy dinh trong Bang 9.

Bang 9 - Thiét bj twong Itra thé hé méi

T Chi tiéu ky thuat Yéu ciu

2 4 cong RJ45 1 GbE hodc cao hon

1 | Cdng két néi 2 "
2 1 cong quang 1 GbE hodc cao hon

Théng lwgng kiém tra twong Itra = 1 Gbps

Théng lvgng IPS 2 500 Mbps

Théng lwgng DPINGFW = 300 Mbps

Nang luc thiét bj ) -
Théng lweng kiém tra ’ng dung 2 2 Gbps

Théng Iwegng kiém tra chéng phan mém déc hai = 300
Mbps

Théng lwgng VPN IPSec 2 500 Mbps

- H3 tre ngan ch3n xam nhap bat hgp phap tir mang
3 | H3 tro tinh nang ngoai
- Hé tro IPS, IDS, Anti-Virus, VPN, cap nhat Signature

Céng nghé quét trén twdng Ira St dung kién tric Multi — core

4 | Tinh ndng djnh tuyén H8 tre Static, RIP, OSPF
5 | Déi nhiét do hoat ddng Téi thidu dap (ng 10 °C dén 35°C
6 | Do am hoat dong T6i da khong nhéd hon 80 % (khdng nguwng tu)
. H& trg ngudn dién 220 V AC, 50/60 Hz hodc ngudn dién
7 | Ngubn dién st dung khac c6 thiét bi ddi ngudn kém theo

9.6 Thiét bj lwu dién cho hé théng may chi

9.6.1 Tinh nang hoat dong: cung cap dién ndng trong mdt khoang thoi gian twong (g véi cong suat
thiét ké nham duy tri hoat dong clia hé théng may chli khéng bj gian doan khi dién lwdi gip si cb.

9.6.2 Yéu cdu ky thuat: tuan thl cac yéu cau k¥ thuat quy dinh trong Bang 10.
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Bang 10 - Thiét bi leu dién cho hé théng may chii

TT Chi tiéu ky thuat Yéu ciu
1 | Cdng nghé S{r dung UPS ONLINE
2 | Céng suét 2 120% cdng suét thiét bj bao vé
- H3 trg 200 V AC dén 240 V AC (1 pha) hodc 220 V AC
3 | Pien ap dhu vao dén 400 V AC (3 pha) hodc rong hon
- Tan s 50/60 Hz
_ , - H tro 220 V AC dén 240 V AC
4 |Diénédpdaura .
- Tan sb 50/60 Hz
Thoi gian duy tri hoat dong Hé thong ,
5 | khi mét dign = 90 pudt
6 | Tiéu chudn bdo vé > P20
7 | D3i nhiét dd hoat dong Téi thiéu dap (rng 10 °C dén 35 °C
8 | D6 &m hoat dong Téi da khong nhd hon 80 % (khdng ngung tu)

9.7 Thiét bj lwu dién cho may tinh tram

9.7.1 Tinh ning hoat ddng: cung c4p dién nang trong mot khodng thdi gian tuong (mg véi cong suét thiét
ké nhdm duy tri hoat déng clia may tinh tram khéng bi gian doan khi dién ldi gép s cd.

9.7.2 Yéu cAu ky thuat: tuan thd cac yéu chu ky thuat quy dinh trong Bang 11.

Bang 11 - Thiét bj lwu dién cho may tinh tram

1T Chi tiéu ky thuat Yéu céu
St dung UPS OFFLINE véi cdng nghé Line interactive
1 | Cong nghé hoiic ONLINE
2 | Céng suét 2 120% cong suét thiét b bao vé
. - H tr¢ 160 V AC dén 240 V AC
Bién 2
3 ién ap dau vao v i
. - H& trg 220/230/240 V AC
4 |Piéndpdaura
ien ép daur - T4n sb 50/60 Hz
5 |Clpdiénngdra 23 & c&m chudn IEC
6 }h(‘yi gian duy tri hoat dong khi mét | 10 phit
ién
7 | Dai nhiét d hoat dong Téi thiéu dap (rng 10 °C dén 35 °C
8 | D am hoat dong Téi @a khong nhé hon 80 % (khdng nguwng tu)
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9.8 Thiét bj chuyén mach Trung tam

9.8.1 Tinh nang hoat dong: dm nhiém chirc niing chuyén mach, dinh tuyén ludng di liéu gitka cac viing

chirc nang trong Trung tam; ddi véi thiét bj chuyén mach 16i gitip phan phéi Itu Irgng truy cap tir ngwdi ding
hogic may khach @én may chi hodc ngudn tai nguyén mang khac d& dam bao hiéu suét téi wu va tranh tinh
trang qua tai cho may chii ting bang thong két néi.

9.8.2 Yéu cdu ky thuat: tuan thli cac yéu cAu k¥ thuat quy dinh trong Bang 12 va Bang 13.

Bang 12 - Thiét bj chuyén mach

™ Chi tiéu ky thuat Yéu ciu
1 | cangKétnsi 2 24 cbng 10/100/1 000 Base-T/SFP/SFP+
2 4 cdng SFP/SFP+
2 | Téc @5 chuyén géi 2 50 Mpps
3 | Béng thong chuyén mach 2 80 Gbps
4 | H8 tro céc giao thire Lwll'flgv [:;;4 IPv6, Spanning tree, Static route, Dynamic
5 | Tinh ndng an ninh T6i thi€u hé trgy ACL cho ca IPv4, IPv6
6 | Céctinh nang khac Téi thiéu hd tro QoS 802.1p, VLAN
7 | Céc giao thirc quan ly Toi thiéu SNMPv1/2/3, Telnet, SSH, NTP
8 | Dai nhiét @ hoat dong Téi thidu dap (rng 10 °C dén 35 °C
9 | Do 4m hoat dong Téi da khéng nhd hon 80 % (khong ngung tu)
10| Nguén dién sir dung ;{Ea'gqcén?h?gtnb??g 5336:12% tigfo P ssime e
Bang 13 - Thiét bj chuyén mach I6i
T Chi tiéu ky thuét Yéu cdu
1 | Céng két néi 2 24 x port 1 GbE hoéc cao hon
2 | Bang thdng chuyén mach 2160 Gbps
3 | Téc dd chuyén goi = 130 Mpps
4 | Chuyén mach nang cao Layer 3
5 | Giao thirc dinh tuyén Static, RIP, OSPF
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Bang 13 - (két thic)

T Chi tiéu ky thuat Yéu ciu

- QoS, Switching, Fabrics

6 | HA tro tinh nan,
i v - Téi thidu: IPv4, IPv6, Spanning tree, LACP

7 | Giao thire qudn iy Ho trg CLI, RMON, SNMP 1, SNMP 2¢, SNMP 3, SSH,

Telnet
8 | Dai nhiét a6 hoat dong Téi thiéu dap (rng 10 °C dén 35 °C
9 | Do &m hoat dong Téi da khong nhd hon 80 % (khdng ngung tu)

Hb tro ngudn dién 220 V AC, 50/60 Hz hodc ngudn dién

10 | Ngudn &itn slr dyng khac c6 thidt bj d8i ngudn kem theo

9.9 Thiét bj chéng sét dwong dién ngudn tai trung tam giam sat
9.9.1 Tinh ning hoat dong: bao vé cac thiét bj dién va hé théng dién khdi thiét hai do sét.
9.9.2 Yéu cAu k¥ thuat: tuan thil cac yéu ciu k¥ thuat quy dinh trong Bang 14.

Bang 14 - Thiét bj chéng sét dwirng dién ngudn tai trung tim giam sat

STT Chi tiéu ky thuat Yéu ciu

1 | Bién 4p hoat dong danh dinh 180 dén 240 V AC

2 | Dong tai danh dinh 232A
Ché do bdo vé dudng day va bao vé | Co

3 phu tai

4 | Thei gian phan hdi <25ns

6 | Dong bao vé so clp 2 100 kA 8/20 ps
Dong b3o vé thir cip 250 kA 8/20 ps

7 | Dainhiét @ hoat dong Téi thiéu dap (g 10 °C Gén 35 °C

8 | Do am hoat dong Téi da khong nhé hon 80 % (khong ngung tu)

10 Yéu cau ky thuat phan mém hé thong giam sat trung tam cap 1, cap 2

101 Phan mém hé thong giam sat clia trung tam giam sat cip 2

10.1.1 Giao dién, ngdn ngi:

Phan mém hé thong giam sat st dyung ngdn ngir Tiéng Viét va ngdn ngl khac (tly chon).

10.1.2 Chrc ndng phan mém
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10.1.2.1 Co kha nang két ndi, quén ly toan bd cac camera va dau ghi hinh theo chuan IP/ONVIF Profile
S, G, Thoac M.

10.1.2.2 Hién thj tre tuyén va lwu trir hinh anh tinh hinh trat tw an toan giao théng tir cac camera quan
sét trén tuyén chuyén vé.

10.1.2.3 Hién thj céc thong tin vi pham bao gdm: thdi gian vi pham, dia diém vi pham, loai phwong tién
vi pham, hinh dnh va video ghi nhan hanh vi vi pham, bién sb phuong tién vi pham (bao gdm mau bién),
hanh vi vi pham, don vj phét hién vi pham, dja diém xc ly vi pham, phan loai vi pham x{ Iy tryc tiép trén
tuyén va vi pham gl thong bao.

10.1.2.4 Tiép nhan va heu trir thong tin vi pham tir cac thiét bj giam sat trén tuyén chuyén vé.

10.1.25 Tiép nhan cac dir liéu, théng tin vi pham tlr ngudi dan cung cip hodc thiét bj giam sat khac
ngoai hé théng giam sat.

10.1.2.6 Tim kiém thong tin vi pham theo nhiéu tiéu chi (bién sé phwong tién vi pham, th&i gian vi pham,
loai phwong tién vi pham, dia diém vi pham, hanh vi vi pham, s6 I14n vi pham va trang thai x( Iy).

10.1.2.7 GUi thdng tin vi pham 1én trung tam giam sét cip 1 vé&i thong tin t6i thiéu sau: thei gian vi pham,
dia diém vi pham, loai phwong tién vi pham, hinh dnh va video ghi nhan hanh vi vi pham, bién sé phrong
tién vi pham (bao gdbm mau bién), hanh vi vi pham, don vi phat hién vi pham, dia didm x& Iy vi pham;
phén loai phwong tién vi pham va xi Iy tryc tiép va phwong tién vi pham gl thang baosé dién thoai don
vi x( ly vi pham.

10.1.2.8 Phat hién, canh bao phwong tién trong danh sach cin dirng d& kiém soat (khdng chdp hanh théng
béo vi pham; khéng chap hanh quyét dinh x( phat; phurong tién lién quan dén an ninh trat ty, tai nan giao
théng; phirong tién trong danh sach can dimg tir tuyén khac; phwrong tién hét nién han s dyng; phurong
tién hét théi han dang kiém; phwong tién khong co trong hé thong co s& dir liéu vé déng ky, quan Iy xe co
gidi, xe may chuyén diing) d& phyc vy cong tac dAu tranh, phong chéng ti pham va dugc ddng bd véi phan
mém clia trung tam giam sat cap 1.

10.1.2.9 Tra ctru, theo déi lich st vi pham clia phwong tién va dugc ddng bd véi phan mém cla trung
tam giém sat cp 1.

10.1.2.10 Thiét lap tir xa cAu hinh va céc thong sd hoat dong clia thiét bi; diéu khién tir xa va thém mai
cac thiét bj giam sat.

10.4.241 Quan ly danh myc cac hanh vi vi pham, vi tri I&p dat camera, don vi st dyng hé thdng giam
sét, can bd, phan quyén nguoi diing va dwgc ddng bd véi phan mém cla trung tam giam sat cép 1.
10.1.2.12 Quan ly lich st truy cap va thao tac clia ngudi sir dung trén hé théng.

10.1.213 Béo cdo thng ké vi pham theo yéu cau ngudi st dung.

10.1.2.14 D& dang m& rong sb lgng camera khi can thiét (chi cAn mua thém ban quyén két ndi);

10.1.215 H6 tro két ndi cac thiét bj Iwu trir ngoai (USB, NAS, SAN).
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10.1.2.16 H& tro API Playback video théng qua giao thirc mé& RTSP. Hé tre chia s&, két ndi camera cho
hé théng khac qua chuén mé Onvif profile S, G, T hodc M.

10.1.217 Tich hop ban dd sb cho phép xac dinh vi tri I3p dat thiét bi, truy vét duwong di cla phuong tién.
10.1.2.18 Tich hgp hé théng canh bao tinh trang hoat ddng cua thiét bj.

10.1.219 C6 API @dng b di¥ liéu vi pham 1én trung tam chi huy giao thdng véi cac thong tin tdi thiéu
sau: thoi gian vi pham, dia diém vi pham, loai phurong tién vi pham, hinh anh va video ghi nhan hanh vi
vi pham, bién s6 phwong tién vi pham (bao gdm mau bién), hanh vi vi pham, don vi phat hién vi pham,
dia diém x{ ly vi pham; s6 dién thoai don vj xi Iy vi pham.

10.1.2.20 C6 API ddng bd dir liéu nhan dang bién sb phurong tién; danh sach bién sé clia phuwong tién
can dirng dé kiém soét Ién trung tam chl huy giao thong phuc vu x{ Iy vi pham lién tuyén.

10.1.2.21 Chia s& quyén truy cip camera clia trung tm gidm sét cAp 2 (bao gém hién thj trurc tuyén,
xem lai, trich xuét) cho bét ky tai khodn giam sat chung nao clia trung tam giam sat cip 1 cung cAp.

10.1.2.22 Phat hién, canh bao cac phwong tién mang bién kiém soat gid, bién kiém soat khdng diing
voi di¥ liéu dang ky xe.

10.1.2.23 Ban ghi hinh anh thdng tin vi pham dam bao cé cac théng tin téi thiu quy dinh trong Bang 15.
10.2 Phé&n mém hé théng giam sat ctia trung tam giam sat cip 1

10.21 Giao dién, ngén ngi:

Ph&n mém hé théng gidm sat st dung ngdn nglr Tiéng Viét va ngdn ngir khac (tly chon).

10.2.2 Chirc niing phan mém.

10.2.2.1 Lya chon hién thi trec tuyén, trich xuat hinh anh tinh hinh an ninh, trat twr, an toan giao thong
tlr cac camera quan s&t clia trung tam giém sat cap 2 truyén vé.

10.2.2.2 Hién thj cac théng tin vi pham clia trung tam c4p 2 bao gdm: thdi gian vi pham, dia diém vi
pham, loai phtrong tién vi pham, hinh anh va video ghi nhan hanh vi vi pham, bién sé phwong tién vi
pham (bao gdm mau bién), hanh vi vi pham, don vi phat hién vi pham, dia diém xt ly vi pham; phan loai
phwong tién vi pham va xt Iy triec tiép va phuwong tién vi pham gl thong bao, trang thai xt Iy (da 1ap
bién ban, da ra quyét dinh x( phat, da ndp phat, da in thong bao vi pham), sé dién thoai don vj xt ly vi
pham.

10.2.2.3 Tiép nhan di¥ liéu vi pham tir cac thiét bi giam sét giao thang tir trung tam cip 2 truyén vé.

10.2.2.4 Tiép nhén cac di ligu, thdng tin vi pham ti¥ ngudi dan cung cip.

10.2.2.5 Tim kiém théng tin vi pham theo nhiéu tiéu chi (bién sé phuwrong tién vi pham, thai gian vi pham,
loai phurong tién vi pham, dja diém vi pham, hanh vi vi pham).

10.2.2.6 Cap nhap, phéat hién, canh bao phurong tién trong danh sach cin dirng dé kiém soat (khong
chép hanh thdng béo vi pham; khéng chép hanh quyét dinh x& phat; phwong tién lién quan dén an ninh
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trét tu, tai nan giao théng; phuong tién trong danh sach can ding tlr tuyén khac; phwong tién hét nién
han s dung; phuong tién hét thoi han dang kiém; phuong tién khdng c6 trong hé théng co s& di liéu
vé dang ky, quan Iy xe co gidi, xe may chuyén dung) @& phuc vu cdng tac d4u tranh, phong chéng 1di
pham va dwoc ddng bd véi phdn mém cla Trung tam giam sat cép 2.

10.2.2.7 Ban ghi hinh dnh phurong tién vi pham dém bdo cb cac théng tin t6i thiu yéu cau trong Bang 15.
10.2.2.8 Tra ciru, theo déi lich sir vi pham cGa phwong tién.

10.2.2.9 Thiét lap tir xa c4u hinh va cac thong s6 hoat dong clia thiét bj; diéu khién tir xa va thém méi
céc thiét bj giam sat.

10.2.2.10 Quan ly danh muc cac hanh vi vi pham, vi tri I4p dit camera, don vi st dung hé thdng giam
sat, can bd, phan quyén ngudi ding va dwoc ddng bd véi phdn mém clia trung tam giam sat cp 2.
10.2.2.11 Quan ly lich s truy cp va thao tac clia ngudi st dung trén hé théng.

10.2.2.12 Béo céo thdng ké vi pham theo yéu ciu ngwdi st dung.

10.2.2.13 H6 tro API Playback video théng qua giao thirc m& RTSP. Hd tr¢ chia sé, két néi camera cho
hé théng khac qua chuin mé Onvif profile S, G, T hodc M.

10.2.2.14 H8 tro két ndi cac thiét bj Iwu trir ngoai.

10.2.2.15 Tich hop ban dd sé cho phép xac dinh vi tri 13p @3t thiét bi, truy vét dwong di clia phurong tién.
10.2.2.16 Tich hop hé théng canh bao tinh trang hoat ddng cla thiét bj.

10.2.2.17 C6 API ddng bd di liéu vi pham 1&n trung tam giam sat vé&i théng tin tdi thidu sau: thei gian
vi pham, dia diém vi pham, loai phurong tién vi pham, hinh anh va video ghi nhan hinh &nh vi pham, bién

b phwong tién vi pham (bao gdm mau bién), hanh vi vi pham, don vj phat hién vi pham, dia diém xt ly
vi pham, sd dién thoai don vj x{ Iy vi pham.

10.2.2.18 Co APl ddng bo di¥ liéu nhan dang bién sé phurong tién; danh sach bién sb clia phwrong tién
cAn dirng @é kiém soat 18n trung tam giam sat phuc vu xi¥ ly vi pham lién tuyén.

10.2.2.19 Tuy kha ning két ndi clia trung tam chi huy giao thang tai thoi diém trién khai, hé théng giam

sét c6 AP, tiép nhan dir ligu tlr cac co s& dir liéu lién quan thong qua trung tam chi huy giao théng dé
bd sung xac minh thém théng tin cho d liéu ctia hé théng giam sat.

10.3 Cic chirc niing phin mém bd sung theo yéu ciu clia don vi quan Iy

10.3.1 C6 kha nang tiép nhan di liéu hanh vi vi pham ti thiét bj giam sat deo trén ngudi hodc lap dat
trén xe tudn tra giao thong d& chli dong tiép nhan, truyén tai va x® ly thong tin ngay tai hién tredng dam
béo chudn xac nhét cling nhw d3m bdo ti da an toan cho can bd tulin tra, gidm sét tai hién trwong.

10.3.2 C6 kha ning tiép nhan céc di liéu théng tin vi pham tir thiét bj giam sat hanh trinh, camera giam
sat hanh trinh (Gé phat hién cac hanh vi vi pham khéng thét day an toan tai vi tri co trang bj day an toan khi
xe dang chay, diing tay s* dung dién thoai di dong khi dang diéu khién xe chay trén dwong, khong dong
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clra I&n xuéng khi xe dang chay, didu khién xe 6 t6 qua thai gian quy dinh); tiép nhan cac dir liéu thiét bj
do ndng @6 cdn, thiét bi do téc dd cam tay.

10.3.3 Tich hop ban dd s6 cho phép xac dinh vj tri 13p dat thiét bj.

10.3.4 Tich hop hé théng canh bao tinh trang hoat déng cla thiét bi.

10.3.5 Tich hop céc tinh nang nhan dién va canh bao vé sy cb, tai nan va un tc giao thong.
10.3.6 Nhan dién khuén mat ngudi hodc phwrong tién.

10.3.7 Tich hop céc cdng nghé tri tué nhan tao (Al) trong linh vire nhan dang va xtr Iy hinh anh dé ty dong
phét hién va khuyén céo cac hanh vi vi pham trt tr, an toan giao thong dudng bg.

10.3.8 Théng qua viéc két ndi, chia sé di¥ liéu véi cac Hé théng khac, phan mém c6 kha ndng gvi thong
tin vi pham dén chd phuong tién, ngudi didu khién phirong tién bing dir liéu dién tlr (qua email, tin nhin
dién thoai).

10.3.9 Két ndi céc thiét bj iy trr ngoai (USB, NAS, SAN).

Bang 15 - Ban ghi hinh anh thdng tin vi pham

1T Thudc tinh Ghi cha
1 | Thai gian vi pham Théi gian vi pham. Thé hién nam/thang/ngay/ va gidr: phit; gidy
2 | Dia diém vi pham Toa d9, nut giao (néu c6), km,quéc 16,tinh, thanh phé

3 Thiét bj (Ngudi) phét hién vi | Tén thiét bj (va ngudi didu khién thiét bj - ndu c) phat hién vi
pham pham

Gia trj do duoc trong thie té (vi du: toc d¢ thue té clia phurong

4 | Giatri mlrc d6 vi pham tién)

5 | Giatrigiéi hantheo quy dinh | Gia trj giéi han theo luét dinh (vi duy: tbc d6 t6i da cho phép)

6 | Bién sb xe vi pham Anh xe va bién sb xe
7 | Anhvi pham R® nét, dap (rng yéu ciu chirng minh hanh vi vi pham.
8 | Hanh vi vi pham Hanh vi vi pham ghi day dl theo quy dinh phap luat

Bon vi van hanh hé théng

gidm sét Ghi tén don vi quan Iy van hanh hé théng giam sat

Video ghi nhan hanh vi vi

10 pham; ghi chu

Ghi nhan hinh anh trwéc, trong va sau clia phwong tién vi pham.
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